IMAMSITKA
HHpopMAaIKs 0 BUAAX U CIIOCO0aX MOIIEHHNYECTB U MHBIX MpeCcTyIJIeHHI,
coBepLIAEeMbIX € HCIO0JIb30BaHHEM HHGPOPMAIIMOHHO-
TeJIeKOMMYHUKAIIMOHHBIX TEXHOJIOT UM

Kax He cTaTh xepTBOM «MOOUILHOT0» MOIIEHHUYECTBA

310yMBIIUIEHHUKH MOTYT 0OpaTUThCs K Bawm:

- MOA BHUAOM COTPYAHHUKOB TMOJHMIMHU, O HAPYIIEHUH UX OIU3KUMH
POJCTBEHHHMKAMHU 3aKOHOB, C IIEJIbIO mepefaud Bamu eHeXHBIX CPEACTB udepe3
MOCPEHUKOB, JIMOO TEPEeBOJ WX dYepe3 TepMHUHAIbl OIUIATHl ISl Pa3perieHUs
CJIOKMBIIUNCS CUTYaIUH.

He mponomkaiite pa3roBop, HE MO3BOJISTUTE ce0sT yOSIUTb.

Bawm 3Bonut momennuk! O6paTturech B MOIUIUIO!

- 0 OJIOKMPOBKE OAHKOBCKOM KapThl MyTeM pacchUlki SMS-coo011eHHid, a Tak
XKE O TIEpeBOJie JEHEKHBIX CPEACTB 3a IOKYIKY TOBapa IO OOBSABICHUIO U
NOCIIEAYIOEr0 UHPOPMUPOBAHUS O HEOOXOAUMOCTH JaJIbHEHIIIETO BBEICHUS pAa
KOMaH]I.

Bawm 3BonuT Momennuk. He mpenoctapisiiiTe 3710yMBIIIJIEHHUKAM CBEICHUS
o Bameit kapre. OOpaTtutech B 6aHK, o0cimykuBatouii Banry 6aHKOBCKYIO Kapry,
B Oanke Bam nmomoryt pemuts Barry npobiemy.

- 0 coobmieHnu Bawm, skoObI U3 NOJUKIMHUKY WM OOJIbHUIIE, UTO y Bac win
y Bammx poacTBEeHHHWKOB OOHAPYKWJIM CTPAIIHBIN JWArHO3 W YTOOBI BBUICYUTH
00J1€3Hb HEOOXOAMMO MEPEBECTU JEHBI'H 32 JIEKAPCTBA.

[IpepBute pasroBop. Bam 3BOHUT MOIIEHHUK. MEQUIMHCKOE YUpEKICHUE
MPUHUMAET JACHEXKHbBIE CPEAICTBA MOCIIE 3aAKII0YEHUS] COOTBETCTBYIOILETO I0I0BOpa
B MMMCBMEHHOM BHJE, Npu Bamem imyHOM npucytcrBuu. CBsxurech ¢ Bamum
POJICTBEHHUKOM, ITO3BOHUTE B OOJILHUILLY.

He coo0maiite nadopmaiinio mo Baiieir 0aHKOBCKOM KapTe U HE MEPEBOAUTE
JICHEe)KHbIE CPEeICTBA MOIICHHUKAM.

OO6paTuTech B MOJHUIIHIO!

- 0 nonyuennun CMC-cooO1ieHnii ¢ HEM3BECTHBIX HOMEPOB O BBIUTPAHHOM
npu3e, ¢ MPOChKOOU MOJOKUTh AECHBI'M HA TenedOH, WM BEPHYTh JIEHbIU, TaK KaK
OHU OBLIM MEepEeBEACHbBI OLIMO0YHO.

Oto oOman! He oTBeuaiiTe Ha cooOIIeHNEe, HE TPUChUIaTEe HH(DOPMALUIO 110
KapTe U HE TIEPEBOANTE JCHEKHBIX CPEJICTB.

1.

Hukomy Henb3s cooOuiaTh peKBU3HUTHI CBOEH OAHKOBCKOM KapThl, B TOM
YuClle COTPYIHUKY OaHka, 00 3ToM Bceraa MHGOPMHUPYIOT OaHK MPHU MOITYyYECHUHU
napoJisi K KapTe, B MOCIEACTBUM HEOOXOAUMO JIMYHO OOpAaTUThCS B OJmxkaiiiee
oTnereHue 0aHKa, C 1eIbI0 BRISICHEHUS! BOSHUKIITUX MTPO0JIeM ¢ 0aHKOBCKOM KapTOH.

2.

PaznuuHble KOMITIEHCAIMKM BBHITJIAYUBAIOTCS TPaKIaHAM TOJIBKO TIPH X
JUYHOM MHUCHbMEHHOM OOpaIeHNH, HUKaKUX MPOIIEHTOB 32 BBIIUIATY KOMITCHCAIIUN
MJIATUTH HE HAJIO.

DTO MOILIEHHHUK!



3.

Hacrosmuit Bpau HUKOT/1a HE OYJET 3BOHUTH BaM 110 TeIehOHY B COOOIIATh
O CTpAITHOM JUArHO3€ WM IMIPOCHTH ITEPEBECTH JICHBIH 3a JICKapCTBa.

4,

B cnydae nmomydenuss CbC- cooO1ieHuii ¢ HEM3BECTHBIX HOMEPOB, TIOMHUTE
3T0 MomieHHUKH! YemoBek HE MOXKET BBIUTPATh MPHU3 HE YYaCTBYS B JIOTEpEsX,
POACTBEHHUKHU He OyAyT BhIchLIaTh CMC-co00IIeH S ¢ HEM3BECTHBIX HOMEPOB.

OTO MOIIEHHHUKH!

Kak He cTaTh :KepTBOM MOIIEHHUYECTBA, UCIOJIB3Ysl ceTh IHTEpHET.

37I0yMBIIUIEHHUK, C UEIbI0 XUILEHNS BallUX JEHEKHBIX CPEJCTB, pa3MEIIaeT
B ceTu IHTEepHET 00BbsABICHUE O TIPOAAXKE KAKOT0-TNO0 00beKTa (TenedoH, MallnHa,
KBapTHpa) MO 3aHWKEHHOW IIEHE W OCTaBIIIET CBOM KOHTAaKTHbIE AaHHbIE. Ilocie
TOro, Kak Brl coOupaerech mpruoOpecTu ToBap, CBSA3bIBAETECH C MOIIEHHUKOM, OH
COOOIIAeT, 4TO AJIs MOKYIKHA HEOOXO0IMMO BHECTH IIPEIOIIIAaTy (Ha pacUETHBIH CUeT,
CUET, SIH/IEKC-IEHbI'Y, BEOMaHU U T.1I.).

Haubonee wuacto BCTpedalOMMMHCS IUIOMIAJKAMHU JUISl  pa3MEICHUS
MOMOOHBIX OOBSBICHUM SBJISIOTCS CAMTBl COIUANBHBIX ceTel «B  KOHTakTey,
«OnHoKIaccHUKMY», «Instagramy, TakK)K€ TaKUMU CaWTaMH MOTYT BBICTYNaTh
pecypcel OecIIaTHbBIX 0OBSABIICHUN « ABUTOY, «tOms» u
«auto.ruy». 3J0yMBIIIJIEHHUK OOBSCHSAET BHECEHUE MPEIOIUIATHI TEM, YTO KUBET B
JIPYTrOM PETMOHE U OTPABUTH TOBAP CPa3y MOCIIE TOTO, KaK YAOCTOBEPUTHCS B YILJIATE
3a TOBap. 3J0YMBIIUIEHHUK MOKET BBICIATh KOMHIO NAacopTa (MOAIEIbHYIO).

Takxe, pacripoCTpaHEHHBIM CIIOCOOOM MOIIIEHHHUYECTBa B ceTu MHTepHer,
ABJIIETCSI  CO3/JaHME  CAaWTOB HWHTEPHET-MAarasuHoB.  3JOYMBIIUIEHHUK  TIO
AIIEKTPOHHOM IOYTE BBICBUIAET JOTOBOP, KOTOPBIM 3aMOJHAETE 3aKa34MK, IMOCIE
4ero MPOCHUT BHECTH IIPeNOIUIaTy 3a ToBap. BeTpedaercs co3naHne caiToOB-KIOHOB
Ha KOTOPBIX HCKaXEHbl PEKBU3UTHI MOyyaTens. Paznumuue MOXKeT 3aKiIryarcs
TOJIbKO B JTOMEHHOM HMMEHHU (HampuMep: OpUTHHAIBHBIA callT «tech-point.ru» u
JTBOMHHK «tex-point.ruy).

NuTepHeT-Marasunbsl ¢ Xopoliei pemnyranuei paboTatoT 0e3 MpeaoriaThl,
TOBAap Ha JOM IIPUBO3HUT KYypbep, TOJBKO IIOCIE OCMOTpa W NPOBEPKH TOBapa
MPOJIABENl IIJIATUTh JE€HbIU;

MpeXe YeM 3aKazarh ToBap B MHTepHeTe, mounuTaiTe OT3bIBBI Ha Pa3HbIX
caiitax o 1aHHOM VHTepHeT-Mara3uHe Wid BUPTYaJIbHOM MPOJABIIE, KaK MPAaBUIIO,
BbI Cpa3y OOHAPY UTE OTPULIATEIBHBIE OT3bIBBI JINOO UX OTCYTCTBHE O BHIOPAHHOM
Bamu WHuTepHe-marasune (cieayer craenaTh BBIBOJ O KOPOTKOM IEPUOJE €ro
CYILIECTBOBAHMS);

BHMMATEILHO YMTaiiTe Ha3BaHus HTepHeT-maraszuHa, mpoOyiTe 3alTH Ha
€ro CalT C IPyTuX CalTOB, TeM caMbIM BBI cpa3zy 0OHapyKUTE CANTHI-KJIOHBI,

n30eraiTe MOKYIKK TOBapa Mo MPeI0TIaTe;

€CIM I1IEHa TOBapa TOpa3/i0 HIKE IIeHbl KaK B OOBIYHBIX PO3HUYHBIX
Mara3uHax, Tak W B Jpyrux HMHTepHEeT-mMara3mHax, JUOOp Ha pPHIHKE B IIEJIOM
(HampuMep, TpU TOPOJAKE AaABTOMAIIMHBI MO 3aHWKEHHONM CTOMMOCTH),
3ayManTech!;



3ampoc MOKyMHaTeIeM, sIKOOBI JJIsl IEPEUUCIICHUS MPEOTUIATHI, JINOO OTUIATHI
3a TOBap HH(pOpPMAIMM HE TOJHKO O IIEeCTHAAIATU3HAYHOM HOMEpE KapThl
(TpedyeTcs MCKIIOYUTEIBHO TOJBKO OH), CPOK €€ JEHCTBUS, TaHHBIX BJajeiblia U
TPEX3HAYHOM KOJI€ MPOBEPKH MOIJTMHHOCTH KapThI, PACIOJIO)KEHHOM Ha 000POTHOM
CTOPOHE Ha MOJIOCE JIsl MOAIMCH JICPHKATEIISI KAPTHI TAKXKE SIBJISECTCS OJTHOM U3 CXEM
JeWCTBUSI MOIIIEHHUKOB. He cooOimaiiTe mpu MoKymnke ToBapa CBeJieHU o Barieit
O0aHKOBCKOM KapTe.

Kak He cTaTh kepTBOI MOIIEHHUYECTBA ¢ OAHKOBCKUMU KapTamu!

[Tpu ucnonb3oBanuu ycayru «MoOOUITBHBINA OaHK:

B caygae motpem MoOWiIbHOTO TenedoHA C TOAKIIOUEHHON YCITYrou
«MOOMIIBHBIN OAHK» WM MOOMIIBHBIM TpuiiockeHreM «Coepoank OHmaifHy» ciaeayeT
CPOYHO OOpATUTKLCS K ONEpPaTOpy COTOBOM CBSI3U MJIsi OJOKUPOBKU SIM-kapThl 1 B
Konrtaktusiii nentp banka st 0710kupoBKU ycinyrd «MoOUIbHBIN OaHK» W/WIU
«CoOepbank Onmaitn.

[Ipu cmene Homepa TenedoHa, HaA KOTOPBIM TMOJKIIOYEHA YyCIIyTa
«MoOwbHBIA 0aHK», HEOOXOIUMO OOpaTUThCS B JI0OOW (uanan (BHyTpEeHHeEe
CTPYKTYPHOE TO/Ipa3ieJieHue), C IEeIbI0 OTKIIOUEHHS YCIYTH «MOOWIbHBIA OaHK
OT CTaporo HoMepa U MOJKIIFOUECHUS Ha HOBBIN.

He cnenyer ocraBnath cBoil TenedoH 0O€3 MpUCMOTpa, YTO HCKIIOUUTH
HECAHKIMOHUPOBAHHOE HCIOJIb30BaHNE MOOMIBHBIX 0aHKOBCKHX YCIYT JAPYTUMHU
JUIAMH.

He nonkmouaiite k ycinyre «MoOWibHBIM 0OaHK» aOOHEHTCKHE HOMEpA,
KoTOopeie BaM He mpuHamjexar, mo mpochOe TpeThbuX JHI, AaKe eclid K Bam
00paTUINCh OT UMEHH COTPYIHUKOB baHka.

[Tpu nonb3oBaHNM OAHKOBCKUMHU KapTaMH:

C nenpro n30exaTh HECAHKIIMOHWPOBAHHBIX JCHCTBUN C HCIIOJIb30BAHUEM
KapThl, HEOOXOUMO TpeOOBaTh MPOBEACHUS OTMepaluii ¢ He TOoJabKko B Barem
MPUCYTCTBUH, HUKOT/IA HE TO3BOJISATH YHOCHUTHb TPETbUM JIHMIIAM KapTy W3 MO
Barmero 3penus.

B cnywae oOparmenusi kakoro-nubo Jviia JIMYHO, TIO TenedoHy, B CETH
«HTepHeT», 4Yepe3 COoLUabHBIE CETH WIM JAPYTUM CIIOCOOOM, KOTOpOE IO
Pa3JIMYHBIMU MPEJJIOTaMHU MBITAETCS Y3HATh MOJIHBIC JJaHHbIE 0 Barelt 6aHKOBCKOM
KapTe: IIECTHAAIaTU3HAYHOM HOMEpE, CpPOKEe JEWUCTBUS, JaHHBIX BIIAJEIbIIA,
TPEX3HAYHOM KOJI€ MPOBEPKH IMOJJIUHHOCTH KApThl U T.1. (MApOJsIX WIM JIPyrou
nepcoHajabHON uWH(OpManuK), OyJapTe OCTOPOXKHBI — 3TO SBHBIE MPU3HAKU
MPOTUBONPABHON  JIESITENBHOCTH. [Ipn  JM1OOBIX COMHEHHUSIX PEKOMEHIYETCS
MPEKPATUTH OOIIIEHUE U O0OPaTUTHCS B OaHK 10 TeaedoHy, yKa3aHHOMY Ha 0OpaTHOM
CTOpOHE OAHKOBCKOMW KapTHI.

He cnenyeT npuciymmBaThCs K COBETaM TPEThUX JIUII, & TAKXKE OTKA3aThCs
OT MX TIOMOIIIH TP TTPOBEICHNH oriepaiiuii. B ciydae HeoOXoaumMocTH, oOpamarbes
K COTpyaHUKaMm ¢uiarana 0aHKa WA MO3BOHUTH MO TejaedoHaMm, YKa3aHHBIM Ha
YCTPONCTBE UM OOpPaTHOM CTOPOHE KapTe.



Bo u3bexxanve WCMONB30BaHUS KApThl JPYTUM JIUIIOM, CIEAYeT XPaHHTh
[TNH-xox otaenbHO OT KapThl, He nucaTh [IMH-ko Ha kapTe, He coobmars [TNMH-
KOJI IPYTUM JU1aM (B TOM YHUCIIE POACTBEHHUKAM)

He NEepPexXoanTe 1o CCBUIKaM u HE yCTaHaBJIMBaNUTE
PUIIOKEHUS/OOHOBIICHNUS, IpUIIEAIINE 1o SMS/MMS/>nekTpoHHOM
noute/Meccerpkepam (Baitbep, BartAnm u ap.), B Tom yucie oT uMeHu banka.
[lomMHuTe, 4TO 0OaHK HE pacChUIaeT CBOMM KIMEHTAM CCBhUIKM WM YyKa3aHUs
MOT00HBIM 00Pa30M.

HE BEPBTE IIOJOBHbIM COOBIUEHNMAM, HE IIEPEXOIUTE 110
CCBbUIKAM, HE OTBEYAUTE HA COOBLIEHUA.

Coo011eHns, KOTOPbIE NTPUCHIIAIOT MOILIEHHHUKH !

Eciu BBl moTepsiiM  KapTy WIM TIOJ03pEBaeTe, UYTO OHa YKpaJeHa,
HE3aMEUINTEIbHO IPOU3BEIUTE €€ OJIOKUPOBKY.

3a010Kk1poBaTh OAHKOBCKYIO KapTy MOKHO pa3HbIMHU CIIOCOOaMHU:

1o Tenedony ropsiueit TMHUU

VYHuBepcanbHblil ciocod. Homep 1uist 3KCTpeHHOM CBSI3M Bcerja yka3aH Ha
opunmansHOM caiiTe O6aHka. Jlyumie 3apaHee COXpaHUTb HOMEp rOpsSYeH JIMHHUU
OaHka B MOOUJILHOM Tesie(poHE, YTOOBI HE Pa3bICKUBATh €T0 B IKCTPEHHOM CITyvae.
Omnepatop ci1y>kObl MOJIEPKKH MOMPOCUT HA3BaTh MACHOPTHHIE TAHHbBIE, KOJOBOE
cioBo win CMC-kon, xotopbiii mpumnuier Bam Ha Tenedon. Ilocne storo o
3a0JIOKUPYET KapTy.

Yepes3 MOOMITbHOE MPUIIOKEHHUE.

Campbiii  ObIcTpBId criocoO, ecnu y Bac ecte goctyn k HWHTpenery,
NPUJIO)KEHUE YK€ YCTAaHOBJIIEHO Ha Bamiem TenedoHe M B HEM €CTh ONIUS 10
OJIOKUPOBKE KapTe.

B untepuer-6anke.

Yao6Ho, ecnu y Bac noakitoueH HWHTEpPHET-OAHKUHT M PsIOM  €CTh
KOMIIBIOTEP, IUTAHLIET WM CMapT(OH € JOCTYNOM B UHTEpHET. B muuHOM KabuHeTte
Ha caiite 6aHKa OOBIYHO eCTh omius «3a0JI0KUpoBaTh KapTy». CBoe perieHne Haio
Oyzaet noarBepauTh kojgoM u3 CMC, koTopoe 6aHK BBIIUIET Ha Balll HOMEP.

ITo CMC.

Hekoropsie 0anku ucnonb3ytot cuctemy CMC-komana. Ha kopoTkuii Homep
0aHKa HaJO OTIPaBUTH KOJOBOE CJIOBO (Hampumep, «biokupoBka»). B orBer Bel
MOJIYYUTE KOJI, KOTOPBIM HaJl0 CHOBA OTIPABUTh Ha HOMEP OaHKa, YTO MOATBEPIUTH
nercteue. Ho myunie 3apanee yTOUHUTS, peiaraet Jid Bair 6aHk Takyro yciayry u
KaKue KOJOBBIE CJIOBA HYHO MCIOJIb30BATh.

B ornenenun Oaunka.

Ecnu Bel HaxoauTech psgoM ¢ oducom OaHKa WM TOTEPsTU TeledOH BMECTE
C KapToW, MUUIINTE 3asiBJICHHE O OJOKUPOBKE KapThl B oTAesneHuu. Ho ans aroro
MTOHAOOUTCS TTACIIOPT.

Cpa3zy nocine GJIOKUPOBKU KapThl Bbl MOYKETE OCTaBUTh 3asBKY Ha BBIMYCK
HoBOM. Eciiu Oynmere meiicTBoBaTh ObICTpO, Y Bac ecTh O0nbInoi 1IaHC BEPHYTH



NOXUIIEHHOE. BBl MOXeTe OompoTecToBaTh OMNEpaIUI0 10 KapTe, KOTOPYIO
coBeplniM MouleHHUKU. Ho crenarh 3TO Hy)KHO HE MO3/HEE CIEAYIOLIEro JHS
1ocjie TOro, Kak MoJiyuute oT OaHkKa yBenomiieHue o0 omnepanuu. YToObl HE 1aTh
IIaHCa MOILIEHHUKAM yKpacTb Bamm JneHbryu, BHUMATENbHO OTCIEKHUBAWTE BCE
ornepanuu 1o kapraMm. bank 06s13aH yBegomisate Bac 000 Beex marexax — B Bamem
JIOTOBOPE MPOMMCAHO, KAKUM CIIOCOOOM OH JOJKEH 3TO JEJaTh.

Jlyuie Bcero nojakimounte CMC-onoBenieHus.

Orcnenuth omnepauuy Mno kapre Bbl MoxeTe MOXkeTe 4yepe3 MOOWIbHOE
NPUIIOKEHUE WM OHJIaiH-OaHK. Bcerna MOXKHO MOJNYYHUTh BBIMHCKY MO CYETY B
oTneneHuu OaHka W MHOrAa yepe3 OaHkomar. Ecim y Bac ykpanu kapTy, umeer
CMBICJI IEPENPOBEPUTH BCE MOCIETHNAE TIIIATEXKH.



